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A (tcom, tev, tdy, trd)- non-interactive timed commitment scheme (NITC) is a tuple
TC = (PGen, Com, ComVrfy, DecVrfy, FDecom) of five algorithms with the following behaviour:

PGen 1" — crs
Com (crs,m) — (C, Tcom, Tdec) in time at most teom
ComVrfy (crs,C,7eom) — (accept or reject) in time at most t.,
DecVrfy (crs,C, m, 4ec) — (accept or reject) in time at most tg,
FDecom (crs, C) +— (m or invalid) in time at least tg

We require that for all &, all crs output by PGen, all m and all C, Tcom, Tdec Output by Com(crs, m),
it holds that

ComVrfy(crs,C, Teom) = accept, DecVrfy(crs,C, m, m4ec) = accept, FDecom(crs,C) = m.

'Katz, Loss, and Xu [9]
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PGen(1") = crs

Connor Veronica
Com(crs, m) = (C, Tcom, Tdec) Co(rzmltme)nt ComVrfy(crs, C, mcom) = (accept or reject)
» Tcom
decommitment .
Honest i ) DecVrfy(crs, C, m, m4ec) = (accept or reject)
m, Tdec
. forced . .
Dishonest FDecom(crs, C) = (m or invalid)

decommitment

FDecom takes at least time tiy (delay).
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To be relevant for applications a NITC also needs to satisfy three further properties.

Practicality tey, tgy < trg, i.€. verification is much faster than forcefully opening the commitment.
Hiding The commitment does not leak information about the message (for time tzy).

Binding The commitment can not be opened to two different messages.

Katz et al. [9] state that NITCs are useful for sealed bid auctions and as primitive for other
cryptographic protocols.
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Alice and Chris want to flip a coin over the internet.
Naive

Both send a random number and they take the sum of both numbers modulo 2.
Very fast, but easy to cheat.
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Alice and Chris want to flip a coin over the internet.
Naive

Both send a random number and they take the sum of both numbers modulo 2.
Very fast, but easy to cheat.

Both compute a VDF with their random number as input (challenge) and send the output (response).
Slow, because both have to compute a VDF, but hard to cheat.

Knud Ahrens



Alice and Chris want to flip a coin over the internet.

NERYE

Both send a random number and they take the sum of both numbers modulo 2.
Very fast, but easy to cheat.

Both compute a VDF with their random number as input (challenge) and send the output (response).
Slow, because both have to compute a VDF, but hard to cheat.

NITC

Both commit to a random number and only open their commitment once they received the other one.
Fast (if both are honest) and hard to cheat.
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Quantum secure schemes like SQISign? or CSIDH3 use isogenies between supersingular elliptic
curves. They have small key sizes, but they are comparatively slow.

» lIsogenies ¢ are homomorphisms between elliptic curves.

» They can be determined by their kernel.

» The degree of ¢ is the number of points in its kernel.

2De Feo, Kohel, Leroux, Petit, and Wesolowski [7]
3Castryck, Lange, Martindale, Panny, and Renes [4]
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Quantum secure schemes like SQISign? or CSIDH3 use isogenies between supersingular elliptic
curves. They have small key sizes, but they are comparatively slow.

» lIsogenies ¢ are homomorphisms between elliptic curves.
» They can be determined by their kernel.

» The degree of ¢ is the number of points in its kernel.

» Dual isogenies @ are "reverse” maps.
» Isomorphic curves have the same j-invariant.

» The isogeny graph has j-invariants as vertices and isogenies as edges.

2De Feo, Kohel, Leroux, Petit, and Wesolowski [7]
3Castryck, Lange, Martindale, Panny, and Renes [4]



Let Bp oo be the quaternion algebra with Q-basis {1,1,j,k} and i = —1, j? = —p, k = ij = —ji.

E is supersingular if and only if End E is isomorphic to a maximal order O in B, .
Supersingular elliptic curves therefore have non-commutative endomorphism rings.

An isogeny ¢: E — E’ of degree ¢ corresponds to a left ideal /, of norm £ in O = End E and
End E’ is isomorphic to the right order Og(l,) = {a € Bp oo | loox C I} of I,

*Deuring [8]
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Polynomial problems:

Vélu Compute isogeny @i : E — Ex = E/(K) given its kernel ker p = (K) for K € E.
Complexity depends on smoothness and size of degree deg i = ord K.

KLPT Given an ideal / of a maximal order O C B, «, find an equivalent ideal such that its
norm is small or a prime power.

Deuring Given O = End E, translate between isogenies ¢: E — E’ and the corresponding .

Hard problems®:

IsogPath Given two (isogenous) supersingular elliptic curves E, E” and a prime ¢, find a path
from E to E’ in the (-isogeny graph.

EndRing Given a supersingular elliptic curve E, find four endomorphisms that generate End E
(or four quaternions in B~ that generate O = End E) as a lattice.

®Wesolowski [10]
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(pisfg;yE EndE= O g;dc I I(pIdC IO EndE =0 (pisoEg;yE
. ea ea ;

dego = d Deuring nrdl, = d KLPT nrdi; g Deuring deg & — J
NG

Let p be of size 256 bit. We can use KLPT in two ways:
Type of KLPT ‘ Size of d Complexity of @

d smooth (d =2¢) | =~ p3~ 278  O((log d)?) ~ 2%

d prime ~ /p ~ 2128 5(\/3) > 204

E—E—E yE_ 2 —E_ 1 — E/
b= 22e_4 25 1> E
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PGen 1% — crs = parameters and pre-computation
con u=me F((Er))
ComVrfy (crs,C,meom) — (accept or reject)

DecVrfy
FDecom m=u® F(j(ET))
o'
Eo El[' = E0/<K£I'>
Ps o5 = [¢T]es
Y =pToPs
E. =~ Ey/(Ks) Er = Es/(KT)

Knud Ahrens U seNITC [



PGen 1% — crs = parameters and pre-computation Hiding/Binding:
con u=me F((Er))
ComVrfy (crs,C,7eom) — (accept or reject)
DecVrfy
FDecom m=u® F(j(Er))
o7
Eo El[' = E0/<K£I'>
¥s os = [¢Tlxps
Y =@T0Ps
E. =~ E/(Ks) Er = Es/(KT)
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Require: Security parameter 1%

Ensure: crs = (crsp, crss, CrsT, Crsyi1)
crsg Starting curve Eg, message group (M, @), inverse resistant function F: Jss — M
crss Pre-computations for ¢s
crs7 Pre-computations for ¢ (or rather ¢';)

crsiy1 Pre-computations for IdealToIsogeny

Jss is the set of supersingular j-invariants in ..

A function F: X — Y is M-inverse resistant, if for all y € Y the preimage F~1(y) C X has at least
2* elements.




Require: Common reference string crs, message m € M o'y
Ensure: (C, Teom, Taec) = ((Es, K7, 1), (), (Ks, K5)) Eo ———— E7
: . ¥s J\ K 2
1. Choose random isogeny ¢s: Eg — Es with kernel (Kj) G e
2: Compute corresponding ideal /g Es o7 Er
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Require: Common reference string crs, message m € M o'y )
Ensure: (C7 Tcom, 7Tdec) = ((ESa K, U)7 ()7 (KS7 Kfr)) Eo 1/7 ET
: . ¥s J\ s

1. Choose random isogeny ¢s: Eg — Es with kernel (Kj) (G o

2: Compute corresponding ideal /g Es o7 Er
3. Choose random isogeny ¢’+-: Eg — E’ with kernel (K%)

4: Compute corresponding ideal /-

5. Compute K7 = (K% ) such that ker o7 = (K7)

6: Compute ideal I, = Is N /% corresponding to isogeny 1) = o1 0 s

7: Use IdealToIsogeny to get shortcut ¢ and Et = E;/(K7) (Go back to step 3 if it fails)
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Require: Common reference string crs, message m € M o'y )
Ensure: (C7 Tcom, 7Tdec) = ((ESa K, U)7 ()7 (KS7 Kfr)) Eo 1/7 ET
: : ¥s J\ P
1: Choose random isogeny ¢s: Eg — Es with kernel (Kj) (G 5
2: Compute corresponding ideal /g Es o7 Er
3. Choose random isogeny ¢’+-: Eg — E’ with kernel (K%)
4: Compute corresponding ideal /-
5. Compute K7 = (K% ) such that ker o7 = (K7)
6: Compute ideal I, = Is N /% corresponding to isogeny 1) = o1 0 s
7: Use IdealToIsogeny to get shortcut ¢ and E7 = E, /(K1) (Go back to step 3 if it fails)
8: Compute j7 = j(Er) and u=mo F(j7) e M > F(j7) = FG(ET))
9: return ((Es, K7, u), (), (Ks, K%))

Knud Ahrens U seNITC [



Require: Common reference string crs, commitment C and proof mcom

1. Check if E is an elliptic curve over F», Kr € Esand ue M
2: Optional: check Kt € Fgge > Check upper bound for degree of pr

3: return (accept/reject)
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Require: Common reference string crs, commitment C Eg —— Ef

Require: Message m, decommitment proof myec J\é\ ,
(’05 w SOS
1. Check E; 2 Ey/(Ks) and @s(K}) = Kr E Er

o

Compute an ideal /s corresponding to isogeny (s

Compute an ideal ;- corresponding to isogeny -

Compute ideal Iy = Is N I} correspondlng to |sogeny U =T 0 Ps
Use TdealToIsogeny to get shortcut ¢ and E = E,/(KT)

Compute j7 = j(E7) and check u@® F(jT) = m > F(j7) = FG(ET))

7: return (accept/reject)
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Require: Common reference string crs, commitment C
Ensure: Message m

1: Compute ET = E;/(Kt) as codomain of o1: Es — ET
2: Compute j7 =j(Et) and m = u® F(j1)

3: return m
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Variants one dimensional higher dimensional
Examples SQISign” SQIsign2D-West?, SQlsignHD®
Prime SQISign-friendly primes  p = c2k — 1 with ¢ as small as possible.
Pre-computation crsyy1 can be empty crsti1 contains basis of E0[2k]
Pro one dimesional isogenies isogenies of degree d | p? — 1
Contra isogenies of degree d ~ p> isogenies of higher dimension

"Chavez-Saab, Corte-Real Santos, De Feo, Eriksen, Hess, Kohel, Leroux, Longa, Meyer, Panny, Patranabis, Petit,
Rodriguez Henriquez, Schaeffler, and Wesolowski [5]

8Basso, Dartois, Feo, Leroux, Maino, Pope, Robert, and Wesolowski [2]

°Dartois, Leroux, Robert, and Wesolowski [6]
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SIGNITC is a practical NITC that satisfies hiding and binding.

Advantages
« Works purely within isogeny-based cryptography.
* Presumably quantum secure.
« Highly adjustable with (almost) arbitrary delay.

« Explicit algorithms with known efficient implementations.

Disadvantages
« Some algorithms and topics are quite involved.
« Slightly weaker hiding and binding properties.
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We choose Ey: y? = x3 + x with Qg = (1,i, ”7j7 h;—k)z and p = 3 mod 4.

The message group is M = Z/NZ for an integer N < |p/4/12].

For Jss C F,» = Fpli] we take F: Jss - M =7Z/NZ, a+ bi+ a+ [b| mod N.
Then we have the following:

* Membership testing and group operations in M are efficient.
o F can be computed efficiently.

» F is sufficiently inverse resistant.
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SQIsign-friendly prime p = plg73 with log, plq73 ~ 251.9 from the specifications of SQIsign [5].

plo73 = 0x34e29e286b95d98c33a6a86587407437252c9e49356147f fffffffffffffffff
p?—1=270.3%.7%.11.13.232.37.592.89.97-101% - 107 - 1092 - 131 - 137 - 1972 . 223
-239-383-389 - 4912 - 499 - 607 - 7432 - 1033 - 1049 - 1193 - 19132 - 1973
- 32587069 - 275446333 - 1031359276391767
d, = 2150
dr =7%-11-13-37-89-97-107 - 131 - 137 - 223 - 239 - 383 - 389 - 499 - 607 - 1033 - 1049
-1193 - 1973 - 32587069 - 275446333  (delay of roughly 1 minute®?)
dr = 1031359276391767 (estimated delay of roughly 1 day'?)

For the group M = Z/NZ we choose N < 259 < 1036363420827959282.

©Ysing Sage on an old laptop
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Let ¢ be an isogeny of prime degree q.
» Vélu's formulae compute ¢ in time O(q).
» The Vélu algorithm!! computes ¢ in time O(,/q).

» The crossover point for optimised algorithms is at g ~ 100.

Given a supersingular elliptic curve E and a point K of order d on E. Let ¢ be the isogeny with
kernel (K) and d =[] p;" the prime factorization of d. Computing the codomain E /(K) of ¢ takes

time © ( D pi<100 €iPi T 255100 &i\/Pi)-

Bernstein, De Feo, Leroux, and Smith [3]



SIGNITC is a NITC scheme:
» All algorithms have the correct input and output arguments.

» For all Kk and m € M, every set of honestly generated (r, m, crs, C, Tcom, Tdec) Satisfies
verification ComVrfy(crs, C, mcom) = accept = DecVrfy(crs, C, m, mqec) and forced
decommitment FDecom(crs, C) = m.

SIGNITC is a practical NITC:
» The subroutines used in Com and DecVrfy take time poly(log p).
» The degree dr of the long isogeny w1 can be made almost arbitrarily large / non-smooth.
» We can choose dt such that teom, tey, tay <K try.
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The pre-computation phase can only provide a negligible advantage for an adversary A.

In the online phase A outputs two messages mg, m; and receives the output Cp, = (Es, K7, up) of
Com(crs, mp,) for a uniform b € {0,1}.

F(jT) is either Fo = Sup & mg or F1 = Sup & my.
Since F is inverse resistant, the advantage over guessing is negligible.

Therefore A has to compute j7+ = j(E7) in order to find the correct b’ = b.

# This is as slow as FDecom and therefore takes time at least tgy.



In the security game IND-CCA, A has oracle access to FDecom except for FDecom(crs, Cp).
» FDecom(crs, E', K', up) = FDecom(crs, Es, KT, up) = my, for E'/(K’) isomorphic to
Er = E;/(KT).

» Deciding if E'/(K’) is isomorphic to E7 is difficult without computing the corresponding isogeny
with kernel (K”).

» Isogenies of large prime degree can not be computed efficiently.

e If ord K’ is a large prime, the oracle can not be computed efficiently.

For the commitment Cp, = (Es, KT, up) we need to to disallow queries of the form
FDecom(crs, E', K', ) if E'/(K') is isomorphic to ET = E;/(KT) or if ord K" { d7.
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A valid commitment C = (Es, K, u) fixes a unique message m € M.

Es and Kt € E; fix ET = Es/(K7) up to isomorphism and j7 = j(ET) is unique.
F is a function, u, F(j7) € M and M is an additive group. Therefore m = u @ F(j7) is unique. L[]

Using the shortcut gives j7 or j7 and F(j7) = F(j%).

If DecVrfy(crs, C, m, myec) and DecVrfy(crs, C, m’, ). ) output accept, then
méo F(jr) =m & F(jt) and hence m = m'.

If DecVrfy accepts (crs, C, m, Tgec), then u = m © F(j1) and FDecom outputs the correct
m=u® F(jT)
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